RISK FACTORS RELATING TO FRAUDULENT FINANCIAL REPORTING

	Management Characteristics
	Y
	N

	1. Does management appear to display or communicate an inappropriate attitude regarding internal control and the financial reporting process through some of the following:
	
	

	· An ineffective means of communicating and supporting the entity’s values and ethics?

	
	

	· Domination of management by a single person or small group without compensating controls such as effective oversight by the board of directors or audit committee?

	
	

	· Inadequate monitoring of significant controls?

	
	

	· Failure to correct known reportable conditions on a timely basis?

	
	

	· Setting unduly aggressive financial targets and expectations for operating personnel?

	
	

	· Displaying a significant disregard for regulatory authorities?

	
	

	· Not maintaining an effective accounting staff?
	
	

	2. Is a significant portion of management’s compensation represented by bonuses, stock options, or other incentives, the value of which is contingent upon the entity achieving targets for operating results or financial position?

	
	

	3. Does management exhibit an excessive interest in maintaining or increasing the entity’s stock price or earnings through the use of aggressive accounting practices?

	
	

	4. Is there evidence of nonfinancial managers’ excessive participation in, or preoccupation with, the selection of accounting principles or the determination of significant estimates?

	
	

	5. Does management commit to analysts, creditors, and other third parties to achieve what appears to be unduly aggressive or unrealistic forecasts?
	
	

	6. Has there been a high turnover of senior management, counsel, or board members?

	
	

	7. Has there been a history of securities law or other violations or claims against the institution or its senior management alleging fraud or other noncompliance?

	
	

	8. Is there an indication of a strained relationship between management and the current or previous auditor as evidenced by:

	
	

	· Frequent disputes related to accounting, auditing, or reporting matters, including “opinion shopping”?

	
	

	· Unreasonable demands on the auditor such as unreasonable time constraints regarding audit completion or report issuance?

	
	

	· Formal or informal restrictions on the auditor that inappropriately limit access to people or information or the ability to communicate effectively with the board of directors, audit committee, or internal auditors?

	
	

	· Domineering management behavior in dealing with the auditor?

	
	

	Industry Conditions
	
	

	1. Is the entity faced with new or specialized accounting, statutory, or regulatory requirements that could impair its financial stability or profitability?

	
	

	2. Is the entity faced with a high degree of competition or market saturation, accompanied by declining margins?

	
	

	3. Is the entity in a declining industry with increasing business failures?

	
	

	4. Have there been rapid changes in the industry, such as significant declines in customer demand, high vulnerability to rapidly changing technology or rapid product obsolescence?

	
	

	Operating Characteristics and Financial Stability
	
	

	1. Is the entity facing pressure to obtain additional capital necessary to stay competitive considering the entity’s financial position – including the need for funds to finance major R&D or capital expenditures?

	
	

	2. Are assets, liabilities, income, or expenses based on significant estimates that involve subjective judgments or uncertainties, or that are subject to potential significant change in the near term in a manner that may have a financial disruptive effect, such as:

	
	

	· Ultimate collection of loans?

	
	

	· Timing of income recognition?

	
	

	· Realism of collateral valuation or viability of repayment sources?

	
	

	· Significant deferral of costs?

	
	

	3. Are there significant related-party transactions not in the ordinary  
     course of business?

	
	

	4. Are there significant, unusual, or highly complex transactions close to year-end that pose difficult “substance-over-form” questions?

	
	

	5. Are there bank accounts or branch operations in tax-haven jurisdictions for which there appears to be no clear business justification?  
· Does the bank have customers with such accounts or operations?

	
	

	6. Is the organizational structure overly complex, involving numerous or unusual legal entities, managerial lines of authority, or contractual arrangements without apparent business purpose?

	
	

	7. Is there any difficulty identifying exactly the organization or individuals(s) that control(s) the entity?

	
	

	8. Has there been unusually rapid growth or profitability, especially compared to other banks or bank holding companies?

	
	

	9. Is the institution highly vulnerable to changes in interest rates?

	
	

	10. Is there a high dependence on debt or marginal ability to meet debt repayment requirements or debt covenants that are difficult to maintain?

	
	

	11. Are there unrealistically aggressive sales or profitability incentive programs?

	
	

	12. Is the institution faced with imminent failure or bankruptcy?

	
	

	13. Will there be adverse consequences on significant pending events, such as a business combination or contract award, if poor financial results are reported?

	
	

	14. Is the entity facing a poor or deteriorating financial condition or results, and has management personally guaranteed significant debt of the entity?

	
	

	15.   Has the entity been unable to generate cash flows from operations while reporting significant earnings and earnings growth?
	
	


RISK FACTORS RELATING TO MISAPPROPRIATION OF ASSETS

	Susceptibility of Assets to Misappropriation
	
	

	1. Does the institution process or have on hand unusually large amounts of cash?

	
	

	2. Other than cash, does the institution have assets that are small in size, high in value, or high in demand?

	
	

	3. Are any assets easily convertible, such as bearer bonds, diamonds, or computer chips?

	
	

	4. Are the fixed assets characterized as small in size, highly marketable, and lacking clear ownership identification?
	
	

	Controls


	
	

	1. Is there evidence of a lack of appropriate management oversight (for example, inadequate supervision or monitoring of branches)?

	
	

	2. Is there a lack of careful job applicant screening relating to employees with access to assets susceptible to misappropriation?

	
	

	3. Is the accounting system in disarray?

	
	

	4. Is there a lack of appropriate segregation of duties?

	
	

	5. Is there a lack of, or laxity in, performing independent reconcilements?

	
	

	6. Is there a lack of an appropriate system of authorization and approval of transactions?

	
	

	7. Are physical safeguards missing or weak over cash, investments, wire transfers, or fixed assets?

	
	

	8. Is there a lack of, or weakness in, timely and appropriate documentation for transactions, such as debit or credit memos?

	
	

	9. Is there a lack of a mandatory vacation policy for employees performing key control or accounting functions?
	
	


