ORGANIZATIONAL STRUCTURE AND INTERNAL CONTROL ENVIRONMENT OF THE AUDIT DEPARTMENT

1. Has the board of directors delegated responsibility for the audit function? If so, to whom?

2. Has the board of directors established an audit committee? Is it composed solely of outside directors?

3. Are the members of the audit committee qualified for their particular responsibilities?

4. Does the audit committee promote the internal audit manager’s impartiality and independence by having him or her directly report audit findings to it? How often does the audit committee meet with and review reports issued by the auditor?

5. Are the audit committee meetings with the auditor closed to bank personnel?

6. Do the minutes of the audit committee indicate an appropriate interest in the activities and findings?

7. Does the auditor report to the board of directors, the audit committee, or an executive officer who is sufficiently high in the bank’s hierarchy? If so, which one? If not, to whom does the auditor report?

8. Are the internal audit function’s control risk assessment, audit plans, and audit programs appropriate for the bank’s activities?

9. Are internal audit activities consistent with the long-range goals and strategic direction of the bank, and are they responsive to its internal control needs?

10. Do management and the board of directors use reasonable standards, such as the IIA’s Standards for the Professional Practice of Internal Auditing, when assessing the performance of internal audit?

11. Does the audit function provide highquality advice and counsel to management and the board of directors on current developments in risk management, internal control, and regulatory compliance?

INDEPENDENCE AND MANAGEMENT OF THE AUDIT FUNCTION

1. Is the audit department functionally segregated from operations in the organizational structure?

2. Does the audit committee review or approve the budget and salary of the auditor? If not, who does?

3. Are the reporting procedures of the auditor independent of the influence of any operating personnel?

4. Is the internal audit function adequately managed to ensure that audit plans are accomplished and the audit results are

promptly communicated to the audit committee, senior management, and the board of directors?

5. Has the audit staff been relieved of responsibility for conducting continuous audits?

6. Has the audit department been relieved of responsibility for maintaining duplicate records?

7. Do the responsibilities of the audit staff exclude any duties to be performed in lieu of operating personnel, such as preparation or approval of general ledger entries, official checks, daily reconcilements, dual control, etc.?

AUDITOR’S QUALIFICATIONS

1. Are the auditor’s academic credentials comparable to other bank officers who have major responsibilities within the

organization?

2. Is the auditor certified (or in the process of becoming certified) as a chartered bank auditor, certified internal auditor, or certified public accountant? If yes, which one (or ones)?

3. Is the auditor’s experience in both auditing and banking comparable both in quality and in duration to that required of the officers assigned major responsibilities?

4. Does the auditor communicate and relate well with all levels of personnel?

5. Does the auditor demonstrate a commitment to continuing education and a current knowledge of the latest developments in banking and auditing technology?

6. Is the auditor dedicated to the standards and ethics of his or her profession (such as those published by the Bank Administration Institute, the Institute of Internal Auditors, and the American Institute of Certified Public Accountants)?

AUDIT STAFF QUALIFICATIONS

1. Is the audit staff sufficient in number to perform its tasks adequately?

2. Is the staff adequately experienced in auditing and banking?

3. Are members of the staff experienced in specialized areas, such as EDP, foreignexchange trading, trust, and subsidiary activities of the bank?

4. Is there a formal audit training program in effect?

5. Is the number of unfilled vacancies on the audit staff considered reasonable?

6. Is the turnover of audit personnel acceptable?

7. Does management have plans to improve its audit capability, if needed?

CONTENT AND USE OF THE AUDIT FREQUENCY AND SCOPE SCHEDULE

1. Is the audit program formalized and therefore on record as a commitment that can be analyzed and reviewed?

2. Are all important bank functions and services identified as subjects of the audits?

3. Does the audit program include procedures necessary to ensure compliance with the Federal Election Campaign Act and the Foreign Corrupt Practices Act?

4. Does the internal audit department have access to all reports, records, and minutes?

5. Are internal audit activities adjusted for significant changes in the bank’s environment, structure, activities, risk exposures, or systems?

6. Does the frequency and scope schedule require approval by the audit committee, the board of directors, regulatory authorities, or others? If so, by whom, and has such approval been obtained?

7. Does the frequency and scope schedule comply with state statutory requirements, if any, for internal audits, including minimum audit standards?

8. Does the auditor periodically report his or her progress in completing the frequency and scope schedule to the board’s audit committee?

a. If not to the board’s audit committee, to whom?

b. Does the committee approve significant deviations, if any, in the original program?

9. Does the auditor prepare a time budget? Are budgeted versus actual time analyses used as a guide in forward planning?

10. Does the depth of coverage appear to be sufficient?

11. Are different entry dates and time periods between reviews scheduled so as to frustrate reliable anticipation of entry dates by auditees?

12. Is the bank’s possession of all assets owned or managed in fiduciary capacities subjected to verification?

13. Are controls on opening and closing general ledger and subsidiary accounts adequate and is the auditor formally advised of any changes?

14. If the bank has automated systems, does the program call for the application of independently prepared computer programs that employ the computer as an audit tool?
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15. Will the audit staff examine the documentation of all bank systems and produce their own documentation?

16. Are all service-related activities not specifically manifested in general ledger accounts subject to adequate periodic review (for example, supervisory regulations, security, vacation policy, purchases, traveler’s checks, and safekeeping)?

17. Will appraisals of administrative control be made for each function, yielding audit comments and suggestions for improvements of operational efficiency?

AUDIT DEPARTMENT PARTICIPATION IN SYSTEMS DESIGN PROJECTS

1. Is there a formal or informal procedure for notifying the auditor of contemplated new systems or systems modifications in the early planning stages?

2. Is the auditor a member of an executive systems planning or steering committee? If not, does the auditor have access

to and review the minutes of such committees?

3. Does an audit representative review the activities of systems design teams for audit and internal control requirements? Is the specialized training and experience of the audit staff sufficient to support effective reviews?

4. Does the audit department avoid overparticipation in systems design, modification, and conversion?

5. Is the auditor’s ‘‘sign-off’’ on new or modified systems restricted to control and audit trail features?

AUDIT MANUAL

1. Has responsibility for the establishment and maintenance of the audit manual been clearly assigned?

2. Does the audit manual require approval by the board of directors, the audit committee, or others? If so, has such approval been obtained?

3. Is the content of the audit manual independent from adverse influence by other interests, such as operating management or independent CPAs?

4. Is the audit manual current, and are procedures for keeping the manual current adequate?

5. Does the audit manual contain the scope and objective of each audit?

6. Does the manual provide for valid deviations from audit procedures to be officially approved by audit management?

7. Doaudit procedures provide for the follow-up of exceptions noted in previous audits?

8. Does the manual prescribe that each audit procedure be cross-referenced to the appropriate audit workpapers?

9. Must an auditor initial each program step as testimony of his or her performance?

10. Does the manual prescribe that full control be established at the time of entry over the records selected for audit?

11. Is proof of subsidiary to control records

required?

12. Are subsidiary direct verification programs covering all forms of customer deposit, loan, safekeeping, collateral, collection, and trust accounts included?

13. Are flow charts called for as evidence of thorough analytical auditing?

14. Do the procedures employ scientific sampling techniques that have acceptable reliability and precision?

15. Does the audit manual provide for the resolution of exceptions and deficiencies?

16. Does the audit manual contain provisions for report format and content and an expression of the opinion of the auditor regarding the adequacy, effectiveness, and efficiency of internal controls?

17. For each audit, do audit procedures provide for a documented method of assuring audit management that a proper study and evaluation of existing internal controls has been made, such as an internal control questionnaire or memorandum?
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18. Does the audit manual contain a provision for a review and update of the procedures for each audit, where required, upon the audit’s completion?

19. Does the audit manual provide for the maintenance of a permanent file for audits conducted?

20. Does the audit manual contain provisions for the formal, standardized preparation and maintenance of workpapers?

21. Are applicable statutory and regulatory requirements included in the audit procedures?

MAINTENANCE OF AUDIT RECORDS

1. Are workpapers arranged and maintained for filing and reference in—

a. the current file?

b. the permanent file?

2. Is a reasonable record-retention schedule and departmental index maintained for audit records?

3. Are audit procedures being complied with during each audit?

4. Do the workpapers contain evidence that all significant deviations from standard audit procedures are documented and have received the approval of audit management?

5. Are procedures for preparing and maintaining workpapers being adhered to?

6. Do workpapers adequately document the internal audit work performed and support the audit reports?

7. Do workpapers contain a copy of the audit report, an adequate index, an internal control questionnaire, audit procedures, and other appropriate material?

8. Are workpapers numbered, indexed, and cross-referenced to audit procedures and the workpapers index?

9. Is each workpaper dated and initialed by the preparer?

a. Are sources of data clearly shown?

b. Are tick marks explained?

10. From the workpapers, can it be determined how various sample sizes were determined (by judgment or statistical sampling), including the range and confidence level?

11. Do workpapers contain evidence that supervisory personnel of the audit department have reviewed the workpapers and resultant findings?

12. Are all significant or unresolved exceptions noted in workpapers required to be included in the report?

13. Are applicable statutory and regulatory requirements being complied with?

AUDIT DEPARTMENT’S FORMAL REPORTING PROCEDURES

1. Does the auditor submit formal reports? If so, to whom?

2. Do the reports convey to the reader the auditor’s general observation of the condition of the operation of the department or function?

a. Do they adequately reflect the scope of the audit?

b. Do they contain an opinion of the auditor regarding the adequacy, effectiveness, and efficiency of internal controls?

c. Do they call for a prompt response, where appropriate?

3. With regard to audit exceptions and recommendations, is the method of resolving differences of opinion between audit and operating management effective?

4. Does the auditor maintain a formal record of all audit reports that contain unresolved recommendations and exceptions?

5. Does the bank promply respond to significant identified internal control weaknesses? Are exceptions and recommendations generally resolved within 90 days?

6. Are audit reports submitted promptly?

7. Are responses received promptly?

USE AND EFFECTIVENESS OF AUDIT COMPUTER PROGRAMS

1. What audit computer programs are used and what are their purposes?

2. Is there a member of the audit staff qualified to write and appraise the quality of audit computer programs?

3. Is the auditor satisfied that he or she has sufficient ‘‘free access’’ to the computer files?

4. Are audit programs run on request?

5. Do direct verification programs allow the auditor flexibility in selecting the criteria to be used in determining the sample?

6. Have procedures been established for the development and maintenance of documentation for audit computer programs? Are they adhered to?

7. Are changes to audit programs controlled?

INTERNAL AUDIT OUTSOURCING ARRANGEMENTS

1. If the bank outsources its internal audit function, does it have a written contract or an engagement letter with the vendor?

2. Does the written contract or engagement letter include provisions that—

a. define the expectations and responsibilities under the contract for both parties?

b. set the scope and frequency of, and the fees to be paid for, the work to be performed by the vendor?

c. set the responsibilities for providing and receiving information, such as the type and frequency of reporting to senior

management and directors about the status of contract work?

d. establish the process for changing the terms of the service contract, especially for expansion of audit work if significant issues are found, and contain stipulations for default and termination of the contract?

e. state that internal audit reports are the property of the institution, that the institution will be provided with any copies

of the related workpapers it deems necessary, and that employees authorized by the institution will have reasonable and

timely access to the workpapers prepared by the outsourcing vendor?

f. specify the locations of internal audit reports and the related workpapers?

g. specify the period of time (for example, seven years) that vendors must maintain the workpapers?1

h. state that outsourced internal audit services provided by the vendor are subject to regulatory review and that examiners will be granted full and timely access to the internal audit reports and related workpapers prepared by the outsourcing vendor?

i. prescribe a process (arbitration, mediation, or other means) for resolving disputes and for determining who bears

the cost of consequential damages arising from errors, omissions, and negligence?

j. state that the outsourcing vendor will not perform management functions, make management decisions, or act or appear to act in a capacity equivalent to that of a member of management or an employee and, if applicable, will comply with AICPA, SEC, Public Company Accounting Oversight Board (PCAOB), or regulatory independence guidance?

3. Does the outsourced internal audit arrangement maintain or improve the quality of the internal audit function and the bank’s internal control?

4. Do key employees of the bank and the outsourcing vendor clearly understand the lines of communication and how any internal control problems or other matters noted by the outsourcing vendor are to be addressed?

5. Is the scope of the outsourced work revised appropriately when the bank’s environment, structure, activities, risk exposures, or systems change significantly?
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6. Have the directors ensured that the outsourced internal audit activities are effectively managed by the bank?

7. Does the arrangement with the outsourcing vendor satisfy the independence standards described in the Policy Statement on the Internal Audit Function and Its Outsourcing and thereby preserve the independence of the internal audit function, whether or not the vendor is also the bank’s independent public accountant?

8. Has the bank performed sufficient due diligence to satisfy itself of the vendor’s competence before entering into the outsourcing arrangement, and are there adequate procedures for ensuring that the vendor maintains sufficient expertise to perform effectively throughout the arrangement?

9. Does the bank have a contingency plan to ensure continuity in audit coverage, especially for high-risk areas?

EXTERNAL AUDIT ENGAGEMENT LETTERS AND OTHER AUDIT AGREEMENTS

1. Does the bank’s board of directors, audit committee, and senior management closely review all of the provisions in audit engagement letters or other audit work agreements before agreeing to sign them?

2. Does the bank’s legal counsel carefully review audit engagement letters to ensure that those charged with engaging the external auditor make a fully informed decision?

3. Does the bank have any engagement letters for audits of financial statements, audits of internal control over financial reporting, or attestations on management’s assessment of internal control that include unsafe and unsound provisions that—

a. indemnify the external auditor against all claims made by third parties?

b. hold harmless or release the external auditor from liability for claims or potential claims that might be asserted by the client financial institution (other than claims for punitive damages)?

c. limit the remedies available to the client financial institution (other than punitive damages)?

4. Has the bank agreed in any engagement letters or other audit work agreements to submit disputes over external audit services to mandatory and binding alternative dispute resolution, binding arbitration, or other binding nonjudicial dispute-resolution processes (collectively, mandatory ADR) or to waive the right to a jury trial. If so—

a. has the bank’s senior management carefully reviewed mandatory ADR and jurytrial provisions in engagement letters, as well as reviewed any agreements regarding rules of procedure, in order to fully comprehend the ramifications of any

agreement to waive any available remedies?

b. has the bank’s senior management obtained written assurances that its insurance policies (for example, the bank’s

errors and omissions policies and directors’ and officers’ liability policies) will cover losses from claims that are precluded by limitation-of-liability provisions in audit engagement letters or other audit agreements?

5. Has the bank’s senior management ensured that any mandatory ADR provisions in audit engagement letters are commercially reasonable and—

a. apply equally to all parties?

b. provide a fair process (e.g., neutral decision makers and appropriate hearing procedures)?

c. are not imposed in a coercive manner?

6. Has the bank’s board of directors, audit committee, or senior management documented their business rationale for agreeing to any provisions that limit their legal rights?

EXTERNAL AUDIT ACTIVITIES

1. When state, federal, or supervisory regulations or stock-exchange listing require an independent CPA audit, did the bank comply?

a. If so, was the opinion rendered by the accounting firm unqualified?

b. If not, has the auditor taken appropriate action to resolve any deficiencies?

2. Does the bank policy prohibit loans to its external auditor or the engagement of an external auditor who is a stockholder? If not, has the board considered the materiality of any existing transactions regarding the

auditor’s independence?

3. Has an external auditor been engaged to perform special reviews of specific departments or areas of the bank since the previous examination? If deficiencies were cited, have they been corrected?

4. Has the same public accounting firm been engaged for the prior two years? If not,

obtain a reason for change.

5. Have management letters from the external auditors or other reports from consultants been presented to management since the last examination?

6. Do deficiencies in management letters receive appropriate attention?

7. Are the notes pertaining to the financial statements reviewed for any information that may allude to significant accounting or control problems?

8. Does the report of examination or the management letter submitted by the public accounting firm comprehensively define the scope of the examination conducted?

REGULATORY EXAMINATION ACTIVITIES

1. Does the internal audit department have access to the examination reports?

2. Does the internal audit department investigate the reasons for adverse comments and recommendations in the examination reports?

3. Does the internal audit department monitor the progress in dealing with these comments and recommendations?

